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An Enhanced Network Admission and Communication
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Abstract—As an important part of Internet of Things (10Ts),
body area networks (BAN) have been developed for providing
medical diagnostics. A large number of wearable or embedded
body sensors are used to sense and collect patient’s personal
physiological information and transmit it to the backend of the
medical systems for healthcare monitoring. However, due to its
openness, protecting sensitive data from unauthorized access is a
vital issue in medical-related system. Recently, Deng et al.
proposed a secure and lightweight network admission and
communication scheme based on Internet of Things for body
area network healthcare system. However, after a detailed
inspection of their scheme, we found Deng et al.’s scheme is not
secure enough as they claimed and then demonstrated that their
scheme is vulnerable to various attacks, such as data replaying
attack and user traceability attack. To eliminate the
vulnerabilities of Deng et al.’s scheme, in this paper, we
proposed an enhanced network admission and communication
scheme for loT-based body area network healthcare system
while also providing mutual authentication, data confidentiality
and data integrity.

Index Terms—Body area network, cryptanalysis, mutual
authentication, network admission, privacy, untraceability.

. INTRODUCTION

Over the years, Internet of Things based body area network
system has gained a great deal of attention from researchers in
medical fields [1]-[6]. With loT-based BAN system, the body
sensors are deployed on, in and/or around a designated patient
and his/her personal health information (PHI) can be sensed
and collected to the patient’s mobile device [7]. Then the
patient’s PHI will be transmitted through the Internet and
accessed by the remote caregivers in healthcare providers to
implement real telemedicine. Owing to the PHI data is
directly associated with a particular patient, it may lead to
result in wrong medical diagnosis and treatment if it is short of
appropriate security authentication and privacy preservation
mechanisms. Therefore, the loT-based BAN healthcare
system must consider secure network admission to ensure the
secure transmission. For the property of secure network
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admission, it can restrict network admission only to eligible
medical participants. For the property of secure transmission,
it can ensure confidential, authenticated and integrity
transmission between each authorized medical participant.

The framework of l1oT-based BAN healthcare system is
shown in Fig. 1. There are four kinds of system participants in
this system: the body sensor, the personal reader, the medical
reader and the medical cloud server. The medical cloud server
is a trusted medical institution and it manages all medical
readers and personal readers. The body sensor is a small
sensing device to collect patient’s health data at regular
intervals and forward it to the personal reader. The medical
reader is a device carried by medical staff in a healthcare
center and it is responsible for receiving patient’s health data
from a personal reader for diagnosis by a medical doctor.
Before running the system, all personal readers and medical
readers must register with the medical cloud server through a
secure channel. Moreover, all body sensors and personal
readers must register with the medical readers through a
secure channel. In order to provide real time medical
monitoring service, the personal reader must collect the health
data from body sensors and transmit related health data to the
remote medical reader through an insecure channel.

Recently, many researchers proposed the secure
authentication schemes for healthcare systems [8]-[18], but
their schemes focus on the authentication procedures between
user and medical server without designing a comprehensive
protocol for our healthcare scenario based on IloT
environment. To cope with the security challenges associate
with loT-based BAN healthcare system, He et al. [2]
introduced a secure and lightweight network admission and
transmission protocol for body sensor networks that uses a
polynomial-based authentication mechanism. However, Deng
et al. [1] later showed that He et al.’s scheme fails to provide
mutual authentication and suffers from illegal access, and
proposed a more secure scheme to achieve mutual
authentication between each system participant. However, we
found that Deng et al.’s scheme fails to protect against data
replaying and user traceability attacks and thus developed an
improved network admission and transmission scheme for
loT-based BAN healthcare system based on Deng et al.’s
scheme.

The remainder of the paper is organized as follows. A brief
review of Deng et al.’s scheme is introduced in Section Il. We
demonstrate two security flaws of Deng et al.’s scheme in
Section 1l and Section 1V, respectively. The proposed
scheme and the security analysis of our proposed scheme are
presented in Section V and Section VI, respectively. Finally,
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the conclusions are given in Section VII.
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Fig. 1. The framework of loT-based BAN healthcare system.

In this section, we review Deng et al.’s scheme [1] based on
IoTs for BAN healthcare system. Deng et al.’s scheme
consists of five phases: (i) system initialization phase, (ii)
body-sensor registration phase, (iii) personal-reader
registration phase, (iv) medical-reader registration phase, and
(v) authentication and communication phase. For
convenience of illustration, some notations used in this paper
are listed in Table I the details of each phase are briefly
illustrated in the following subsections.

A BRIEF REVIEW OF DENG ET AL.’S SCHEME

TABLE I: NOTATIONS USED IN THE PAPER

Symbol Description
q A k-bit prime
Fq A prime finite field
E/Fq An elliptic curve E over Fq
G A cyclic additive group of composite order q
P A generator for the group G
(s, PK) A private and public key of the system, where PK=sP
f(x,y) A polynomial function that f(x, y) equal to f(y, x)
Hi0 i one-way hash function
h() A one-way hash function
ID; A universally unique identifier (UUID) code of party i
TID A transaction number which changes every round
PEK A session key established by personal reader and medical
reader
data Body sensor’s sensing information
Ex(m) Use a key k to encrypt the message m
Di(m Use a key k to decrypt the message m
TS A timestamp which is generated by party i
AT A valid time interval for transmission delay
NID; A randomly unique identifier of party i
A?=B Determine if A is equal to B

A. System Initialization Phase

In this phase, the medical cloud server generates some
parameter and publishes these parameters for all medical
readers and personal readers.

Step 1. The medical cloud chooses a k-bit prime p and
determines the tuple of elliptic curve group (F,, E/Fg, G, P).

Step 2. The medical cloud computes a public system key
PK=sP, where s is a private system key of medical cloud.

Step 3. Finally, the medical cloud chooses four hash
functions (Hi(.), Ha(), Hs(.), Hs(.)) and publishes the
parameters (Fq, E/Fq, G, P, PK, Hy(.), Ha(.), Hs(.), Ha(\)) to all
medical readers and personal readers.
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B. Body-Sensor Registration Phase

In this phase, the body sensor must register with the
medical reader through a secure channel by performing the
following steps.

Step 1. The body sensor sends its identity IDys to the
medical reader.

Step 2. The medical reader generates the polynomial f(x, y)
and computes HPys= f(IDys, y) and c=h(SID), where SID is an
unique identifier shared between the body sensor and the
personal reader. Then, the medical reader sends (HPys, SID)
to the body sensor.

Step 3. The body sensor saves (HPys, SID) in its memory.

C. Personal-Reader Registration Phase

In this phase, the personal reader must register with the
medical reader and the medical cloud server through a secure
channel by performing the following steps.

Step 1. The personal reader selects a universally unique
identifier IDpg and sends it to the medical reader.

Step 2. The medical reader generates the polynomial f(x, y)
and computes HPpgr= f(IDpg, y) and c=h(SID). Then, the
medical reader sends (HPpg, SID) to the personal reader.

Step 3. The personal reader saves (HPpg, SID) in its
memory.

Step 4. The personal reader sends its identity 1Dpg to the
medical cloud server.

Step 5. The medical cloud server generates a random
number r and computes Rpr= rP, hpr = H1(IDpg||Rpr) and Spr =
r + hprs. Then, the medical cloud server sends (Rpg, Spg) to the
personal reader.

Step 6. The personal reader verifies SprP 7= Rpg +
H:(IDpr||Rpr)PK. If above holds, the personal reader stores
(Rpgr, Spr) in its memory.

D. Medical Reader Registration Phase

In this phase, the medical reader must register with the
medical cloud server through a secure channel by performing
the following steps.

Step 1. The medical reader sends its identity IDyg to the
medical cloud server.

Step 2. The medical cloud server generates a random
number r and computes Rpg= rP, hyr = H1(IDwr|[Rmr) @nd Syr
=r + hygs. Then, the medical cloud server sends (Ryr, Sur) t0
the medical reader.

Step 3. The personal reader verifies SyrP ?= Rur +
H;(IDwr|IRMr)PK. If above holds, the medical reader stores
(Rmr, Smr) in its memory.

E. Authentication and Communication Phase

When the personal reader needs to transmit the related
health data to a medical reader, it must first receive data from
body sensors. Therefore, two kinds of authentication models
(1. Mutual authentication between the personal reader and the
body sensor; 2. Mutual authentication between personal
reader and the medical reader) will be demonstrated in the
following steps.

Step 1. When the personal reader wants to receive the
health data from the body sensor, it first computes c=h(SID)
and sends (IDgg, €) to the body sensor through an insecure
channel.

Step 2. The body sensor verifies the authenticity of the
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personal reader by checking ¢ ?=h(SID). If it holds, the body
sensor computes kyp = f(IDps, 1Dpr), d=Ekyp(data) and
e=h(datallkyp) and sends (IDys, d, €) to the personal reader
through an insecure channel.

Step 3. The personal reader computes kyp = f(IDpg, IDns)
and data = Dkyp(d) and verifies e ?= h(datal|kyp). If above
holds, the personal reader will transmit data to the medical
reader in follow-up steps.

Step 4. The personal reader selects a random number a and
computes Tpr= aP. Then the personal reader sends (IDpg, Rpg,
Trr) to the medical reader through an insecure channel.

Step 5. The medical reader selects a random number b and
computes Tyr= bP, PKpr = Rpg + Hl(leR”RpR)PK, Kmpr =
SwrTer + bPKpR, Kupz = bTPR and the session key PEK =
Ha(Kyvipl[Kwip2).-

Step 6. The medical reader selects a transaction number
TID and computes g = Epex(TID) and CHKpy = H3(PEK|[Tpg).
Then the medical reader sends (IDygr, Ryr, Tvr, 9, CHKpy) to
the personal reader through an insecure channel.

Step 7. The personal reader computes PKyr = Ruyr +
H1(IDwrlIRMr)PK, Kpmz = SprTwr + aPKygr, Kpmz = aTyr and
the session key PEK = H,(Kppi||Kpmz2). Then the personal
reader verifies the authenticity of the medical reader by
checking CHKpy ?= H3(PEK]|[Tpg). If above holds, the
personal reader computes TID = Dpex(9), Ci = Epexmipy(data),
CHKwp = H3(PEK]|[Tyg|ITID) and TID,e, = Hy(TID) and sends
(IDpr, CHKp, C;) to the medical reader through an insecure
channel.

Step 8. The medical reader verifies the authenticity of the
personal reader by checking CHKyp ?= H3(PEK||Tyr|[TID). If
above holds, the personal reader and the medical reader can
communicate securely using PEK. Finally, the medical reader
computes data = Dpegmipy(Ci) and TIDpew = Hy(TID) and
replaces the original transmission number TID with new
transmission number TID,, for future communication.

In this section, we found Deng et al.’s scheme is insecure
against data replaying attack in the authentication and
communication phase and this design flaw can lead a
malicious attacker U, to impersonate as a body sensor to
transmit duplicate physiological data to a personal reader. We
further provide the detailed explanation of this attack through
the following steps:

Step 1. A malicious attacker U, eavesdrops the transmitted
messages between the personal reader and the body sensor
and collects the parameters (IDgg, C, IDys, d, €).

Step 2. When the personal reader sends the message (I1Dpg,
c) to its body sensor in Step 1 of authentication and
communication phase of Deng et al.’s scheme, U, intercepts
this message to prevent it arrives body sensor.

Step 3. In Step 2 of authentication and communication
phase of Deng et al.’s scheme, U, transmits the eavesdropped
message (IDys, d, €) to the personal reader.

Step 4. In Step 3 of authentication and communication
phase of Deng et al.’s scheme, The personal reader then
decrypts data using the key kyp and verifies whether the
computed h(data|lkyp) matches e. This condition holds, since
all parameters were generated by a legitimate body sensor and
the medical reader thus authenticates the body sensor

DATA REPLAYING ATTACK ON DENG ET AL.’S SCHEME
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successfully. Therefore, the medical reader will receive the
previous health data in mistake and cannot distinguish
whether the health data is sent by the legal body sensor or it is
areplay health data. In other words, the medical reader cannot
authenticate the legality of the body sensor in Deng et al.’s
scheme.

IV. USER TRACEABILITY ATTACK ON DENG ET AL.’S
SCHEME

In authentication and communication phase of Deng et al.’s
scheme, they claimed that the user untraceability of every
session from the medical reader to body sensor is guaranteed
in their scheme. However, we found that the property of user
untraceability cannot be protected by launching message
eavesdropping attack during the authentication and
communication phase. In Step 1 of the authentication and
communication phase of Deng et al.’s scheme, the message
(IDpg, ¢) transmitted from the medical reader to the body
sensor is unchanging in every session. Hence, the user
untraceability will not be protected because the medical
reader’s identity 1Dpg is openly available on insecure channel.

At the same time, user traceability attack can be launched
comfortably by an attacker between the personal reader and
the medical reader. In Step 4 and Step 6 of the authentication
and communication phase of Deng et al.’s scheme, an attacker
U, can easily eavesdrop the transmitted messages from the
personal reader to the medical reader and obtain the identities
IDpr and IDyg. As a result, U, can know the relation of a
connection between the personal reader and the medical
reader as long as the communication messages transmitted on
the insecure channel contains (IDpg, IDyR).

V. THE PROPOSED SCHEME

In order to remove the identified security flaws of Deng et
al.'s scheme, we propose an improved scheme for BAN
healthcare system in this section. Our proposed scheme can be
described in the following phases.

A. System Initialization Phase

In this phase, the executed steps are the same as in Deng et
al.’s scheme.

B. Body-Sensor Registration Phase

As shown in Fig. 2, the body sensor must register with the
medical reader through a secure channel by performing the
following steps.

Step 1. The body sensor generates a random and unique
identifier NIDys and sends it to the medical reader.

Step 2. The medical reader generates the polynomial f(x, y)
and NIDpgr and computes HPys= f(NIDys, y). Then, the
medical reader stores (NIDys, f(X, ¥), NIDpg) in its memory
and sends (HPys, NIDpR) to the body sensor, where NIDpg is a
random identifier of the designated personal reader.

Step 3. The body sensor stores (HPys, NIDys, NIDpg) in its
memory.
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Body sensor Medical reader

Generate NIDjg
Send NIDyg
Generate the polynomial f{x, v) and NID,
Compute HPye=fINIDys. v)

Store NIDys. fix. v). NIDpp
Send (HPys . NIDpyg)

Store HPyg. NIDys. NIDpp

Fig. 2. Body-sensor registration phase of the proposed scheme.

C. Personal-Reader Registration Phase

As shown in Fig. 3 and Fig. 4, the personal reader must
register with the medical reader and the medical cloud server
through a secure channel by performing the following steps.

Step 1. The personal reader selects a universally unique
identifier IDpg and sends 1Dpg to the medical reader.

Step 2. The medical reader uses the polynomial f(x, y) and
NIDgpg to compute HPpr= f(NIDpg, ) and generates a random
identifier NIDyg. Then, the medical reader stores (NIDyg,
IDpg) in its memory and sends (HPpgr, NIDpg, NIDyr, NIDys)
to the personal reader.

Step 3. The personal reader stores (HPpg, NIDpr, NIDyg,
NIDyg) in its memory.

Step 4. The personal reader sends its identity 1Dpg to the
medical cloud server.

Step 5. The medical cloud server generates a random
number r and computes Rpg=rP, hpg = H;(IDpg||Rpg) and Spr =
r + hpgrs. Then, the medical cloud server sends (Rpg, Spg) to the
personal reader.

Step 6. The personal reader verifies SprP 7= Rpg +
H;(IDpg||Rpr)PK. If above holds, the personal reader stores
(Rpr, Spr) in its memory. Finally, the personal reader stores
(HPpg, NIDpg, NIDygr, NIDys, Rpg, Spr) in its memory.

Personal reader Medical reader

Select IDpy
Send Dy,

Computes HPpz=fINIDp. ¥)
Generate NID,,

Store NID,p., 1D g
Send (HPpg. NIDgg. NIDy. NID )

Store HP g, NIDyg. NIy N5

Fig. 3. Personal-reader registration phase of the proposed scheme with
medical reader.

Personal reader Medical cloud server

Send 1D,

Generate a random number 7

Compute Rpz= P

Compute /15 = H,(IDpg|Rpp)

Compute Spg =1+ lipps
Send (Rpp. Spp)

Verify SpaP 7= Rog + Hy(ID gl Rep) PK

Store Rpp. Spp

Fig. 4. Personal-reader registration phase of the proposed scheme with
medical cloud server.
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D. Medical Reader Registration Phase

As shown in Fig. 5, the medical reader must register with the
medical cloud server through a secure channel by performing
the following steps.

Step 1. The medical reader sends its identity IDyr to the
medical cloud server.

Step 2. The medical cloud server generates a random
number r and computes Rygr= rP, hyr = Hi(IDwrl|Rur) and
Swr = I + hygs. Then, the medical cloud server sends (Ryg,
Swr) to the medical reader.

Step 3. The personal reader verifies SyrP 7= Ry +
H;(IDwrIIRMr)PK. If above holds, the medical reader stores
(Rmr, Smr) in its memory. Finally, the medical reader stores
(NIDg, IDpg, NIDgg, (X, ¥), Rumr, Sur) in its memory.

Medical reader Medical cloud server

Send ID,,

Generate a random number 7
Compute Ryz=rP
Compute /1yo = Hy(IDyz| Ry gz)
Compute Sy =7+ Jiygps

Send (Ryz. Syz)

Verify SypP 7= Ry + H,(IDy5/|Ryz)PK
Store Ryp. Syp

Fig. 5. Medical-reader registration phase of the proposed scheme.

E. Authentication and Communication Phase

As shown in Fig. 6 and Fig. 7, when the personal reader
needs to transmit the related health data to a medical reader, it
must first receive data from body sensors. Therefore, two
kinds of authentication models (1. Mutual authentication
between the personal reader and the body sensor; 2. Mutual
authentication between personal reader and the medical
reader) will be demonstrated in the following steps.

Step 1. When the personal reader wants to receive the
health data from the body sensor, it first generates a
timestamp TSpr and computes kpy = f(NIDpg, NIDys) and
c=h(kpn, TSpr). Then the personal reader sends (NIDpg, TSpr,
c) to the body sensor.

Step 2. Upon receiving the message from the personal
reader, the body sensor first checks the validity of NIDpg and
(TShs - TSpr) < AT are valid or not, where TSys denotes
receiving timestamp of personal reader’s message and AT
denotes the expected valid time interval for transmission
delay. If above are not valid, the body sensor rejects the
personal reader’s request. If above are valid, the body sensor
generates a new random identifier NIDys new and computes
kup = f(NIDys, NIDpg). Then the body sensor verifies ¢ ?=
h(key, TSpr). If it holds, the personal reader is authenticated
by the body sensor. Next, the body sensor computes
d=Ekyp(data, NIDpg, NIDgs_new) and e=h(data||
NIDys newl[TShs) and sends (NIDys, TSy, d, €) to the personal
reader.

Step 3. Upon receiving the message from the body sensor,
the personal reader first checks the validity of NIDys and
(TSer — TShs) < AT are valid or not, where TSpr denotes
receiving timestamp of body sensor’s message and AT
denotes the expected valid time interval for transmission
delay. If above are not valid, the personal reader terminates
this session. If above are valid, the personal reader computes
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Dkpn(d) = (data, NIDpg, NIDys new) and verifies h(datal|
NIDps newlTSwr) ?= €. If it holds, the personal reader
generates a new random identifier NIDpg e and computes
9=Ekip(TSpr, NIDpg news NIDps ew). Then the personal
reader sends (g, TSpr ) to the body sensor and replaces NIDpg
with NIDpg new. Moreover, the personal reader stores
NIDps_new in its memory. Finally, the format of its memory is
(HPPR: NIDPR_neWa NIDMR- NIDHSa RPRa SPRa NIDHS_new)-

Step 4. Upon receiving the message from the personal
reader, the body sensor first checks if (TSus” — TSpr ) < AT,
where TSys denotes receiving timestamp of personal reader’s
message and AT denotes the expected valid time interval for
transmission delay. If above is not valid, the body sensor
terminates this session. If above is valid, the body sensor
computes Dkyp(g) = (TSpr , NIDpgr_news; NIDps_new) and verifies
TSpr and NIDus new. If above are valid, the body sensor
replaces NIDys with NIDygs new and stores NIDpg pew in its
memory. Finally, the format of its memory is (HPps,
NIDHS_H€W1 NIDPR; NIDPR_neW)-

Step 5. The personal reader selects a random number a and
Computes TPR: aP, kPM = f(NIDpR, NIDMR) and i:EkpM(leR,
Reg, Trr, TSpr ). Then the personal reader sends (NIDyg, i,
TSer ) to the medical reader, where TSpg is the current
timestamp of the personal reader.

Step 6. Upon receiving the message from the personal
reader, the medical reader first checks the validity of NIDyg
and (TSwr - TSer ) < AT are valid or not, where TSy denotes
receiving timestamp of personal reader’s message and AT
denotes the expected valid time interval for transmission
delay. The medical reader computes kyp = f(NIDyr, NIDpR)
and Dkyp(i) = (IDpr, Rer, Trr, TSpr ). Then the medical
reader selects a random number b and computes Tyr= bP,
PKpgr = Rpgr + H1(IDpr|Rpr)PK, Kypr = SprTer + BPKpg, Kyps
= bTpg, the session key PEK = Hy(Kyp1||Kvpz)-

Step 7. The medical reader selects a new random identifier
NIDwr_new and computes j = Ekyp(NIDwvir_news Rvr, Tmr: TSwr)
and CHKpy = H3(PEK|INIDg new). Then the medical reader
sends (j, CHKpy, TSyr) to the personal reader.

Step 8. Upon receiving the message from the medical reader,
the personal reader first checks if (TSPR* - TSwr) < AT is valid
or not, where TSpg~ denotes receiving timestamp of medical
reader’s message and AT denotes the expected valid time
interval for transmission delay. If it is valid, the personal
reader Computes DkPM(J) = (NIDMR_neW| RMR: TMR: TSMR), PKMR
= Rur + Hi(IDwr[IRMr)PK, Kpmi = SprTwr + aPKyr, Kpyz =
aTyr and the session key PEK = Hy(Kpm1||Kpmz). Then the
personal reader verifies the authenticity of the medical reader
by checking CHKpy 7= H3(PEK|INIDug new). If @bove holds,
the personal reader computes m = Epgg(data) and CHKyp =
H3(PEK|INIDy_newlTSpr ) and sends (m, CHKyp, TSpr ) to
the medical reader. Finally, the personal reader replaces
NIDwg With NIDyg new and the format of its memory is (HPpg,
NIDPR_new: NIDMR_neWn NIDHS, RPR, SPR! NIDHS_new)-

Step 9. Upon receiving the message from the personal
reader, the medical reader first checks if (TSyr - TSpr ) < AT
is valid or not, where TSy denotes receiving timestamp of
personal reader’s message and AT denotes the expected valid
time interval for transmission delay. The medical reader
verifies the authenticity of the personal reader by checking
CHKyp ?= H3(PEK|INIDyg neu[TSpr ). If above holds, the
personal reader and the medical reader can communicate
securely using PEK. Then the medical reader computes data
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= Dpex(m) and replaces NIDyr with NIDyg new. Finally, the
format of its memory is (NIDyr news IDpr, NIDpg, f(X, ¥), Rug,
Swr)-

Personal reader Body sensor

Compute kpgy = ANIDpg, NDys)

Compute c=hikry. ISps) Send (NID, 5, TSpg. €}
Check the validity of VD5
Check if (TSyg - TSpg) < AT
Compute g = fINIDyy, NDypg)
Verify ¢ 7

Kz TSpa)
data, NID pg, NiDys )
e e=hdatal| NIDygs .|| TSgs)

Send (MIDyg, TSy d. €)

TSy AT
)= (data, NIDpg, NID g5 )
D5 el TSaa) 7= €

(TSpg'. NIDpg o NIDps )
o with NID " -

Send (g, TSpg )
Check if (TS,5"— TS5, ) = AT
Compute Diglg) = (15,
Verify TSy and NDys .,
Replace NID s with NiDys ...
Store NIDpg . 3

Fig. 6. Authentication and communication phase of the proposed scheme for
a personal reader and the body sensor.

Personal reader Medical reader

>
NIDjgy. NIDy )

{IDig; Rim Tog; 5D

Send (NIDy. 1. TSpg )

5  Check the validity of NIDygp

Check if (75,

Compute Kypy
Compute PEK = H,(K,
Compute j = Eky;
Compute CHK;,,

Send (j, CHKyy. TSy z)

Send (m, CHEK)p. TSp")

) SAT

Verify CHKp = Hy(PEK|INID; 3 0| TS22)
Compute data = Dpgy(m) -

Replace NID,y, With NID,z3 .,

Checkiif (TS5 - TSpg"

Fig. 7. Authentication and communication phase of the proposed scheme for
a personal reader and the medical reader.

VI.

In this section, we provide analysis of our proposed scheme
with respect to security. In order to emphasis on describing
the security of our proposed scheme, we assume that all
participants’ secret polynomial function f(x, y) has been
well-protected by themselves.

SECURITY ANALYSIS OF THE PROPOSED SCHEME

Property 1. The data replaying attack does not work in our
proposed scheme.

Proof. Based on the design of our proposed scheme, the data
replaying attack cannot be launched in the authentication and
communication phase. We assume that a malicious attacker
U, intends to collect the transmitted messages (NIDpg, TSpr, C,
NIDgs, TShs, d, €) between the personal reader and the body
sensor and transmits duplicate physiological data to a
personal reader. However, these duplicated parameters must
fail since the personal reader can confirm whether the
timestamp is fresh or not. As a result, the proposed scheme is
secure against data replaying attack because all the
transmitted messages are valid only for a short time and the
replaying of previous messages will not be successfully
launched by the verification of the timestamps.
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Property 2. The user traceability attack does not work in our
proposed scheme.

Proof. In Deng et al.’s scheme without user untraceability,
some fixed parameters are contained in transmitted messages
and these fixed parameters can be used to track the medical
relationship between the personal reader and the medical
reader. The proposed scheme can protect user untraceability
by masking original identities (IDpgr, IDwr, 1Dps) behind
pseudonyms (NIDpg, NIDyg, NIDys). In Step 1 of the
authentication and communication phase, the personal reader
sends NIDgg instead of IDpg every time it initiates a session. In
addition, in Step 2 of the authentication and communication
phase, the body sensor sends NIDys instead of IDys. In this
manner the personal reader and the body sensor cannot be
traced since both them send random (NIDpg, NIDys) for every
session. Similarly, in Step 5 and Step 7 of the authentication
and communication phase, the personal reader and the
medical reader cannot be traced since them send random
(NIDyr, NIDwr new) for every session. Therefore, the
proposed scheme provides the property of user untraceability.

Property 3. The proposed scheme ensures the properties of
data confidentiality and data integrity.

Proof. The property of data confidentiality is to achieve
protection on transmitting of medical data from the attacker.
In addition, the property of data integrity is to prevent an
attacker to modify or inject forged messages during
communication. In Step 2 of the authentication and
communication phase, the body sensor’s sensing information
data is encrypted with ke and U, gets encrypted d=Ekyp(data,
NIDpgr, NIDys new) Which cannot be decrypted and forged
without having key kyp = f(NIDys, NIDpg). In the same way, in
Step 8 of the authentication and communication phase, the
proposed scheme uses the session key PEK to generate the
encrypted message m = Epgk(data). Thus the malicious
attacker cannot reveal and modify the sensing information
data. Therefore, the properties of data confidentiality and the
data integrity can be guaranteed in our proposed scheme.

VII.

In this paper, we first reviewed Deng et al.’s authentication
scheme for cloud healthcare environments and demonstrated
that their scheme has two security weaknesses of data
replaying attack and user traceability attack in the
authentication and communication phase with the threat of
eavesdropping. In this paper, we attempted to repair the
above-mentioned problems by adopting timestamps and
pseudonyms during message transmissions through the
insecure channel. The proposed network admission and
communication scheme not only preserves healthcare system
from potential attacks but also ensures the excellent
properties of mutual authentication, user untraceability, data
confidentiality and data integrity in Internet of things based
body area network healthcare system.

CONCLUSIONS
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